
Tables & FiguresIntroduction
Users expose private information on social media networks

(SMNs) both knowingly and unknowingly
 People are using trending hashtags and phrases to upload

visual privacy leaks to Twitter
 Ex: #stayoffthesidewalk, #raciststwitter

 Private visual content (images and videos) exposes sensitive
information that can be detrimental to one's finances, personal
life, and reputation

Methods & Materials
Deployed a survey (IRB #11349) with the goal of

understanding the hashtags and keywords associated with
visual privacy leaks on Twitter

Used the 126 survey responses to create text files with
synonymous words

 Initialized the Web Scraper (fig. 1) - used the text files that
were created to collect images and data from Twitter

 Three individuals classified the data and placed it into one of
three categories based on the average agreement

Results
 Collected 18,751 images from Twitter and placed them into

three categories: severe, moderate, and no risk
1. Severe - images that include government issued

identification (i.e., social security cards, driver’s license,
etc.), items that can be used to identify a person and/or used
for facial recognition (i.e. work or school identification
cards), or items that contain insight to a person’s location
and/or place of residence

2. Moderate - images that include items that can ONLY be
used to identify a person and/or used for facial recognition

3. No Risk - images that do not include any of the above
items

 Refer to tables 1 and 2 for final results

Discussion
 From the survey, we found that:
 Though each user’s perception of privacy varied, their

definition of privacy leaks still overlapped
 65% of participants reported that they seen privacy leaks

on Twitter; however, we were unable to collect a
corresponding amount of visual privacy leaks

We found that users will not call the private information that
they are posting only by its actual name, but they will
possibly describe it by location or other current posting trends
that are occurring on Twitter

Conclusion
Users have solid personal notions of privacy, but they do not

yet understand how visual privacy leaks can affect them
As new technologies arise, application developers must

implement mitigation techniques that allow users to explore the
trade-offs between privacy and sharing

 Future work focuses on identifying trending hashtags and
keywords that are closely associated with visual privacy leaks
on Twitter
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Figure 2. Severe Visual Privacy Leak

Figure 3. Moderate Visual Privacy Leak

Figure 1. Scraper Implementation

Table 1. Risk Classification From Web Scraping via Twitter

Table 2. Distribution of Content for Risk Categories. This table lists the frequency of the 
content within the Moderate and Severe categories

Figure 4. No Risk Example 
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